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Abstract: 

In an increasingly digital business environment, backing up data is essential for an organization. An unsafe computer 

program can ruin your hard-earned information. In today's digital landscape, where data plays a crucial role in the 

success and continuity of businesses and organizations, ensuring its safety and availability is of paramount importance. 

Data backup and restoration are essential components of any robust IT strategy, as they provide safeguards against 

data loss, system failures, natural disasters, or malicious attacks. Backup is a practice that combines strategies and 

solutions to make a backup effective and inexpensive. Data is copied to one or more locations, with pre-determined 

frequencies, and with varying intensity. Set up a flexible backup job, use your architecture, or use available backup 

solutions as a (BaaS) backup, and mix them with local storage. Data restoration, on the other hand, involves a set of 

policies, tools, and procedures to enable the recovery or continuation of vital technology infrastructure and systems 

following a natural or human-induced disaster. It focuses on restoring IT operations critical to the resumption of 

business. Policies are high-level statements that are equal to organizational scope and drive the decision-making 

process within the organization. In this research paper, we explain different aspects of Data Backup and Restoration 

in organizations. This practice ensures that in the event of hardware failure, accidental deletion, or mishandling, data 

backup and restoration policy guide in quick resume of essential data for normal operations.  
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1. Introduction 

Data has always been and is becoming a resource that needs to be judiciously used and shared for the benefit of 

organizations and institutions. More than ever, there is massive data sharing these days with the increasing 

technological updates and social networking sites. The processed data is called information, and the task of finding it 

from the existing repository is called information retrieval. [1-5]. Data structures are the different techniques used to 

store the data in the persistent memory. The purpose of the data structures varies in each application. In [3], the authors 

classify the data structures based on the purpose for which it is used. The data structures like arrays, linked structures, 

hash tables are primarily used for storing the data and hence are classified as storage structures. The other category of 

data structures such as stacks, queues and priority queues are used for processing the data and these are classified as 

process-oriented data structures. There are still some data structures left out, which not only simply store the data but 

yield to the description of the data by the way it is arranged in it. Collections, sets, linear lists, binary trees, etc. are 

the data structures which describe the nature of the data held in it and hence the authors call it descriptive data 

structures [1-7] 

Data collection and storage technology has made it possible for organizations to accumulate huge amounts of data at 

lower cost. An information security policy is a document designed to ensure the protection of information assets and 

the secure handling of technological information through specific procedures that support the organization's 

objectives. [8]. Information security policy ensures information asset and information technology secure with a 

specific procedure to support an organization aim and goal. an important issue is management support during 

implementation of information security policies. When support is obtained, another challenge faced is ensuring that 

policies are truly able to improve security [9]. Management can be compared to technical products in terms of 

efficiency, but achieving efficient value policies is often more challenging. This is easier for technical products 

because their efficiency can often be debated based on statistics. Even when an organization implements security 

policies, it is often found that employees ignore rules and exhibit unexpected behavior. Without compliance, policies 

remain only as words on paper or bits in which they are stored. Compliance with policies aims to ensure the application 

of organizational security standards. [10]. Previous researchers have investigated to formulate the model of user 

compliance with information security policies. Bulgurcu (2010) investigates rationality-based factors that encourage 

an employee to comply with ISP requirements concerning protecting information resources and organizational 

technology and argue that employee attitudes are influencing by compliance benefits, compliance costs, and non-

compliance costs, which are beliefs about valuation as consequences of compliance or non-compliance [11]. Users 

often overlook the importance of adhering to security policies until incidents occur, leading to significant impacts on 

organizations, which then face additional costs due to non-compliance. As the volume of data continues to grow, the 
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necessity for efficient data retrieval becomes more pronounced. In response to this need, a system known as 

"information retrieval systems" was introduced, designed to facilitate the effective retrieval of stored data.” (IRS) [12]. 

 

2.  Data Backup and Restoration Policy and Strategy 

This document provides the Proposed Strategy for Backup / Recovery of HMIS Application 

2.1 Purpose 

The purpose of the Data Backup Plan is to establish and implement procedures to create and maintain retrievable exact 

copies of the whole database items and related technology components that are necessary for recovery activities.  This 

document will define the following standards for organization backup processing. 

 

3. Policy Statement 

1. IT/MIS Manager is responsible for backing up IT-managed servers and must implement a tested and auditable 

process to facilitate recovery from data loss. 

2. All departments should store data on network storage (e.g., T drive, OneDrive) rather than local storage (e.g., 

Windows or Mac hard drive). Local storage is not backed up by IT servers and will be the responsibility of the 

Information Owner to protect the data with adequate backups.  

3. Network Administrator will perform daily data backups of all Information Technology managed servers 

containing critical data for the purposes listed above.  

➢ Individual drives (e.g., S drive, profile) and email will be retained for 14 days. 

➢ All other data, such as Enterprise Application Data (e.g., Banner and Oracle data) and shared storage backups 

(e.g., T drive, Files) will be retained for 60 days.  

➢ Policy exceptions to the stated retention times will be at the discretion of the President utilizing the 

Information Technology Policy Exception Form.  

4. Data identified by the Information Owner as non-critical may be excluded from this policy.  

5. Alternative backup schedules and media management may be requested by the Information Owner 

commensurate with the criticality of the data and the capabilities of the tools used for data storage.  

6. Records retention is the responsibility of the Information Owner. The Information Technology backups are not 

to be used to satisfy the retention of records and are not customized for all the varying retention periods.  

7. Data Backup will be stored at a location that is physically different from the original location. 

8. Verification, through restoration of backed-up data, must be performed on Monthly basis and perform dry run 

on Training server as defined by the Information Technology back-up procedures document for the respective 

system.  

9. Procedures for backing up of critical data and the testing of the procedures must be documented. Such procedures 

must include at a minimum for each type of data:  

➢ A definition of the specific data to be backed up.  

➢ The backup method to be used (full backup, incremental backup, differential, mirror, or a combination).  

➢ The number of generations of backed up data that are to be maintained (both on site and off site).  

➢ The responsible individual(s) for data backup. 

➢ The storage site(s) for the backups.  

➢ The storage media to be used.  

➢ The naming convention for the labels on storage media.  

➢ Any requirements concerning the data backup archives. 

➢ The data transport modes.  

➢ For data transferred during any backup process, end-to-end security of the transmission path must be ensured 

for confidential data.  

➢ The recovery of backed up data. 

➢ Processes must be maintained, reviewed, and updated periodically to account for new technology, business 

changes, and migration of applications to alternative platforms.  

  

4. Types of Backup / Recovery for Database 

➢ Point in Time 

➢ Full Cold Backup 

➢ Logical Backups 

➢ Schema / User level 

➢ Incremental 

➢ Ad hoc backups when requested or deemed necessary by DBA 
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4.1. Operational Backup Standard 

4.1.1 Daily backups  

A Level 1 dump is written to a file which is stored on the local hard disk (or directly on external drive) of the backup 

server. Once the backup process completed the backup files copied on the external drive then moved to remote location 

as an off sight backup.  

4.1.2 Weekly backups  

Once a week (on Sunday) a full backup is written on the local hard disk (or directly on external drive) and then moved 

to remote location as an off sight backup.  

4.1.3 Monthly backups  

Once a month, the entire database is backed up onto its own tape (the tap set that dedicated for monthly backup) with 

the RMAN backup utility. This is a full backup, also known as a level 0 dump. 

4.2 Hardware & Media Recommendation 

4.2.1 Test or Training server 

To comply with this backup policy a dedicated Training server is required.   Currently this requirement is already met 

by all hospitals where HMIS system is running. This training server will be used for  

➢ Testing of Application Backup 

➢ Training of end user(s). 

4.2.2 Removable Device 

Following are some of the recommendations as per hospital regarding Removable Device(s). 

 Sr.No Hospital Name No. of Device Device Specification 

1  Hospital Lahore 01 04 Terabyte 

2  Hospital Peshawar 01 02 Terabyte 

3  Hospital Karachi 01 02 Terabyte 

4  Hospital Kallar Kahar 01 02 Terabyte 

5  Hospital Jhelum 01 02 Terabyte 

6  Hospital Lahore 01 02 Terabyte 

 

4.3 Software 

Although there is various software available in the market to get a secure database backup but the most suitable and 

highly recommended tool is the Oracle RMAN which comes along with the Oracle software. It provides very efficient 

and quick ways to get restoration of data in case of any disaster/crash of database server. 

4.4 Retention 

Full backups [DB Dump with Application] retained for a period of 7 days. The backup scripts automatically delete 

the obsolete backup sets.   

4.5 Verification 

Oracle RMAN utility provides the backup verification features. Within the backup script the backup verification 

commands are also embedded to verify the current backup and in case of any corruption/error of backup, the current 

log file will be updated immediately. 

4.6 Restoration 

In case of any crash/disaster of database server immediate restores are available to users by running the recovery 

scripts (with the help of DBA). This current backup/ recovery policy guarantees the complete recovery of data.   

Backup documentation must be maintained, reviewed and updated periodically to account for new technology, 

business changes, and migration of applications to alternative platforms. This includes, but is not limited to:  

a. Identification of critical data and programs;  

b. Documentation and support items necessary to perform essential tasks during a recovery process.  

4.6.1 Documentation of the restoration process must include: 

a. Procedures for the recovery  

b. Provision for key management should the data be encrypted. 

  4.6.2 Recovery procedures must be tested at least monthly.  

4.6.3 Recovery tests must be documented and reviewed by the IT/MIS Manager. 

4.7 Location 

It is recommended for all MIS Manager(s) to keep Application Backup and DB Dump backup on External Drive and 

place External drive outside IT data center building. 

 

5.  Recommendations 

1. It is highly recommended to keep two backups 
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a. External drive backup, which should be placed outside IT data center building. 

b. Local hard disk, which can be placed in IT premises 

2. MIS Managers of said hospital(s) will be responsible to send the updated Backup [DB Dump & Application] 

to HMIS Department on quarterly bases.  

 

6.  Training Server Update  

➢ It is highly recommended for all MIS Manager(s) to copy Live application and Database on Training server 

every 02 Months. (BACKUP Drives should be used for copy). 

➢  Necessary scripts will be provided to MIS Manager by HMIS DBA for updating Training Server. 

 

7.  Conclusion 

The adoption of a policy for data backup and restoration offers significant advantages for organizations. By leveraging 

data backup and restoration, organizations can improve data availability, reduce recovery time, enhance cost 

efficiency, and achieve scalability and flexibility. These processes streamline the management of backup and 

restoration, reducing the need for extensive IT resources. They also enable easier and more frequent testing and 

validation of backup and restoration plans, ensuring effectiveness when needed. Providers often offer data storage 

across multiple geographic locations, ensuring data can be restored even if one location is compromised. Additionally, 

these providers continuously update their services with the latest technologies and best practices, enhancing the 

resilience of data protection capabilities. 
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